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About the Episode – Enterprise Risk Management
A board of directors of a company must manage risks in order for the company to remain viable. Managing risk is 
thus just a normal part of running any business. With this in mind, what is “enterprise risk management?”

According to the Poole College of Management,“[t]raditionally, organizations manage risks by placing 
responsibilities on business unit leaders to manage risks within their areas of responsibility. For example, the 

Chief Technology Officer (CTO) is responsible for managing risks related to the organization’s information 
technology (IT) operations, the Treasurer is responsible for managing risks related to financing and cash flow, the 

Chief Operating Officer is responsible for managing production and distribution, and the Chief Marketing Officer is 
responsible for sales and customer relationships, and so on. Each of these functional leaders is charged with 

managing risks related to their key areas of responsibility. This traditional approach to risk management is often 
referred to as silo or stove-pipe risk management whereby each silo leader is responsible for managing risks 

within their silo.”
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About the Episode (cont’d) – Enterprise Risk Management
There are a number of limitations to this approach, so “business leaders have … have begun to embrace the concept of enterprise
risk management as a way to strengthen their organization’s risk oversight. They have realized that waiting until the risk event
occurs is too late for effectively addressing significant risks and they have proactively embraced ERM as a business process to

enhance how they manage risks to the enterprise … The objective of enterprise risk management is to develop a holistic, portfolio
view of the most significant risks to the achievement of the entity’s most important objectives. The “e” in ERM signals that ERM

seeks to create a top-down, enterprise view of all the significant risks that might impact the strategic objectives of the business. In
other words, ERM attempts to create a basket of all types of risks that might have an impact – both positively and negatively – on the
viability of the business.”

Based on regulatory requirements and industry and firm needs, some organizations have developed substantial ERM functions
including sizeable risk management departments, Chief Risk Officers responsible for ERM, and Board Risk Committees charged

with board oversight of the CRO and risk management. These developments are perhaps most common in financial services firms,
especially banking organizations, and also more common in power/energy and life sciences companies.

At the end of the day, the risk management approach should be appropriate for the organization’s size, complexity, and risk profile.
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Bare Bone Board Basics – for the Private Company
1. Series Overview & Preview – Welcome to the (Boardroom) Jungle

2. Public v. Private & Fiduciary v. Advisory: Different Boards for Different Situations
3. Where the Board’s Duties Stop & the C-Suite’s Duties Begin: An Overview of a Board’s Functions & Fiduciary Duties
4. How to Conduct an Effective Board Meeting
5. Committees of a Board & Work Between Board Meetings
6. Recruiting & Remunerating Directors & What Directors Should Do Before Saying “Yes”
7. Special Issues Require Special Attention: Retaining Experts & Conducting Investigations
8. Soft Skills Workshop: Leadership, Communication & Trust 
9. Enterprise Risk Management

10. Going into Executive Session 
11. The Workings of the Audit Committee
12. The Workings of the Compensation Committee
13. Advising Companies that Are or May Be Insolvent
14. Special Committees for Special Considerations
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Disclaimer
The material in this webinar is for informational purposes only. It should not be considered
legal, financial or other professional advice. You should consult with an attorney or other
appropriate professional to determine what may be best for your individual needs. While the
webinar producers and speakers take reasonable steps to ensure that information presented
is accurate, they make no guaranty in this (or any) regard.



Webinar Faculty

• Kathleen Murray 

• Alex Sharpe

• Ed Hida

• Jeff Sauntry

• Jonathan Friedland
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A question with an obvious answer: What is risk? 

a. “A risk is a possible event or category of events that might have some negative 
and/positive impact on your organization/on achieving your goals.” 

Source: Karin Nadels, Strategic  & Enterprise Risk Manager

b. “The word “risk” derives from the early Italian risicare, which means “to dare.” In this sense 
risk is a choice rather than a fate.  The actions we dare to take, which depend on how free 
we are to make choices, are what the story of risk is all about.”  

Source: Peter L. Bernstein, Against The Gods, The Remarkable Story of Risk

c. A working definition: “the exposure of something or someone to harm, damage, or loss”
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Why try to manage risk? (another question with an obvious 
answer)

a. “Organizations that are most effective and efficient in managing risks ... in the long 
run, outperform those that are less so. Simply put, companies make money by taking 
risks and lose money by failing to manage them.”

Source: Deloitte

b. “Stakeholders and marketplaces recognize and reward 'risk-informed' decision-making 
for what it is: a unique synergy of fiduciary oversight, sound corporate governance, 
intelligent capital allocation, and exceptional execution in the ethical pursuit of 
strategic growth goals.”

Source: RISKNEUTRAL

c. Different industries and firms may have different objectives.
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The goals of enterprise risk management

Source: McKinsey
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GRC
a. When you boil it down, a board’s job is to work with senior management to set strategy 

and align resources to achieve business objectives at an acceptable risk level- the act of 
doing this is an exercise by the board in governance

b. The level of acceptable risk, as approved by the Board, is often referred to as risk 
appetite, which is then managed though risk management

i. Different segments of a company can have different risk appetites

c. Inextricably linked with these functions is compliance. 

→ Collectively, this is referred to as GRC, standing for Governance, Risk Management, and 
Compliance. While each pillar is different, they, interact and are inextricably linked.
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How do we “manage” risk?
a. The basic Idea is to lower residual risk to a point below the established risk appetite by one of 

the four risk treatments.

i. Residual risk = risk that remains after efforts to identify and eliminate some or all types 
of risk have been made

b. There are four basic risk treatments:

i. Accept - By choosing to accept a risk, you must have sufficient profitability, capital, 
liquidity, and other resources to sustain the impact of the risk.

ii. Avoid - Some risk cannot be avoided + avoiding one risk often exposes you to another
iii. Mitigate - Usually through adding additional internal controls (which cost money and 

slow down operations)
iv. Transfer - Often through insurance, hedging, outsourcing, etc.
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Some way to think about risk- Is the risk...

a. Material v. non-material

b. Likely v. unlikely

c. Ubiquitous v. industry v. company-specific

d. Known v. unknown
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A matrix for making decisions
a. Risk needs to be viewed against the likelihood of the risk coming to fruition + its impact if it does

b. We may look at likelihood and impact on both an “inherent” and “residual” basis

i. The level of inherent risk is the amount of risk present before the effect of any risk treatments

ii. The level of residual risk considers the effect of risk treatments

c. Common decision-making:

• High impact, high likelihood events are often best avoided.
• High impact, low likelihood events are often mitigated through Transfer.

• Low impact, low likelihood risks are usually accepted.
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How many types of risk are there?

a. Many companies have scores of discrete risk types to manage.

b. Grouping into categories is useful & common.

c. Some risks tend to be industry-specific (or at least industry-centric)

d. Other risks are (as noted above) ubiquitous and industry/company agnostic
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Examples of fairly ubiquitous risk categories

a. Strategic (strategy execution risk, competitor risk, etc.)

b. Operational (people, cyber-security, External/Natural Disasters, etc.)

c. Financial (market risk, credit risk, etc.)

Source: Columbia University
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Another way to categorize risk – 5 Risk Domains

Source: RISKNEUTRAL

16



Risk management has grown to become a profession in its 
own right 
a. Universities offer masters programs in risk management

b. Regulators have placed requirements and expectations on organization’s risk 
management capabilities & those in risk management roles.

c. Multiple associations exist for people in the risk management space, and some offer 
certifications, e.g.: 

i. RIMS
ii. RMA
iii.GARP
iv.PRMIA
v. COSO
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Risk management has grown to become a profession in its 
own right (cont’d)

COSO (cont’d)
• The Committee of Sponsoring Organizations of the Treadway Commission 

(“COSO”) cultivates comprehensive frameworks and guidance on enterprise risk 
management, internal control, and fraud deterrence

• Comprised of:
o American Accounting Association
o American Institute of Certified Public Accountants 
o Financial Executives International
o Institute of Management Accountants
o The Institute of Internal Auditors

i. ISACA
ii. IIA
iii.Many more – often sector or geography specific
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Traditional risk management
a. Traditional risk management places risk management on business unit heads to manage 

risks within their respective units and on other leaders to manage risks within their areas of 
responsibility

b. Sometimes referred to as silo or stove-pipe risk management

Source: NC State Poole 
College of Management
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The limits of traditional risk management

a. Some risks “fall between the silos”

b. Some risks impact multiple silos in different ways

c. An individual silo may not understand how its response to a particular risk might impact 
other aspects of a business

d. More complex risks → more likely to involve multiple types of risk and multiple silos 
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The limits of traditional risk management (cont’d)
Unknown, but knowable risks may more easily overlooked by traditional risk management
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What enterprise risk management is and is not
a. “Enterprise risk management is not a checklist. It is a set of principles on which 

processes can be built or integrated for a particular organization, and it is a system of 
monitoring, learning, and improving performance.” - COSO, in Enterprise Risk 
Management Integrating with Strategy and Performance

b. “Enterprise risk management is not a function or department. It is the culture, 
capabilities, and practices that organizations integrate with strategy-setting and apply 
when they carry out that strategy, with a purpose of managing risk in creating, 
reserving, and realizing value.” - COSO, in Enterprise Risk Management Integrating 
with Strategy and Performance

c. “ERM is a process-driven tool that enables senior management to visualize, assess, 
and manage significant risks that may adversely impact the attainment of key 
organizational objectives.” – The University System of Georgia
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ERM frameworks

a. One can think of an ERM framework as a “communication tool for identifying, 

analyzing, responding to, and controlling internal and external risks. An ERM 
framework provides structured feedback and guidance to business units, executive 

management, and board members implementing and managing ERM programs.” 
– Smartsheet.com

b. Thus, an ERM framework is a process.
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COSO 2017 ERM Framework

Source: Deloitte

ENTERPRISE RISK MANAGEMENT
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COSO 2017 ERM Framework (cont’d)

a. The Framework itself is a set of principles organized into five interrelated components: 

i. Governance and Culture: Governance sets the organization’s tone, reinforcing the importance 

of, and establishing oversight responsibilities for, enterprise risk manage-ment. Culture 

pertains to ethical values, desired behaviors, and understanding of risk in the entity.

ii. Strategy and Objective-Setting: Enterprise risk management, strategy, and objective-setting 
work together in the strategic-planning process. A risk appetite is established and aligned with 

strategy; business objectives put strategy into practice while serving as a basis for identifying, 

assessing, and responding to risk.
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COSO 2017 ERM Framework (cont’d)
a. The Framework itself is a set of principles organized into five interrelated components (cont’d): 

iii. Performance: Risks that may impact the achievement of strategy and business objectives 
need to be identified and assessed. Risks are prioritized by severity in the context of risk 
appetite. The organization then selects risk responses and takes a portfolio view of the 
amount of risk it has assumed. The results of this process are reported to key risk 
stakeholders.

iv. Review and Revision: By reviewing entity performance, an organization can con¬sider how 
well the enterprise risk management components are functioning over time and in light of 
substantial changes, and what revisions are needed.

v. Information, Communication, and Reporting: Enterprise risk management requires a continual 
process of obtaining and sharing necessary information, from both internal and external 
sources, which flows up, down, and across the organization.

Source: Deloitte
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COSO ERM Framework (cont’d)
The five components in the updated Framework are supported by a set of principles.4 These principles 
cover everything from governance to monitoring. They’re manageable in size, and they describe practices 
that can be applied in different ways for different organizations regardless of size, type, or sector. 
Adhering to these principles can provide management and the board with a reasonable expectation that 
the organization understands and strives to manage the risks associated with its strategy and business 
objectives.

Source: Deloitte
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A simple, generic ERM management process may be a good 
component of an ERM framework 

Source: NC State 
Poole College of 
Management
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McKinsey ERM framework
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Assessments of risk are another component of an ERM 
framework

a.   Likelihood (Frequency)

b. Impact

c. Agreement on priorities 

d. Need to review at least annually all risks and reassess priorities
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Three Lines of Defense (3LoD) is a risk governance framework 
which is another component of an ERM framework

Source: RISKNEUTRAL
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3LOD Explained - 1St Line: Business Units & Operating 
Functions

a. Assume opportunity risks to generate profits and growth

b. Frontline customer engagement, product pricing, and P&L responsibilities
c. Accountable to business process risk owner to verify risk treatment is being effectively 

implemented and achieving an acceptable level of residual risk
d. Continuously identify & assess critical operational risks (e.g., workplace safety, fraud 

detection, data protection, secure coding practices)

e. Manage and monitor implementation of risk treatment mechanisms
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a. Establish and implement risk and compliance oversight programs

b. Develop risk policies, standards, risk appetite, tolerance, and reporting process

c. Accountable for ongoing risk management & treatment recommendations

d. Develop and maintain a risk management framework and register

e. Identify opportunities risks to take advantage of emerging trends

3LOD Explained - 2nd Line: CRO/Business Unit 
Representatives & Corporate Management

33



f. Recommend, implement, and monitor KPI & KRIs (Key Perf. /Risk Indicators) 

g. Test and monitor effectiveness of first-line risk treatment activities

h. Effectively challenge the first line risk owner assumptions

i. Measure and verify effective residual risk

3LOD Explained - 2nd Line: CRO/Business Unit 
Representatives & Corporate Management (con’t)
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3LOD Explained – 3rd Line: Board of Directors, Chief Risk 
Officer, and Audit functions
a. Establish board risk governance and corporate oversight process

b. Establish clear alignment between growth strategy and corporate culture 

c. Align incentive compensation with risk management priorities

d. Assess the effectiveness of first/second-line risk evaluation & treatment

e. Assess objectivity, independence, and impact of the risk oversight program

f. Identify emerging trends that may impact the achievement of strategic goals

g. Rationalize ESG (Environmental, Social, and Governance), stakeholder sentiment, and strategic 
growth priorities Source: RISKNEUTRAL
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How major risk events can impact a company’s shareholder 
value 

a. A 2014 Deloitte study analyzed the 1,000 largest global public companies as of 

12/31/12 over the preceding decade, including the volatile period of the financial crisis 
and its aftermath

b. While a little dated, its findings remain relevant
c. The 5 major drivers value killers were determined to be:

i. High-impact, low-frequency risks

ii. Correlated or interdependent risks
iii.Liquidity risks

iv.M&A risks
v. Culture and compensation risks
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The 5 major drivers and plausible approaches to disarming 
value killers summarized according to the Deloitte Study

a. High-impact, low-frequency risks

i. Challenge: Unexpected black swan events often caught companies by surprise, 
leading to value-killer losses.

ii. Consider deploying broader scenario planning and stress tests to envision and 
plan for the consequences of a broad range of risks and rare events.

37



The 5 major drivers and plausible approaches to disarming value 
killers summarized according to the Deloitte Study (cont’d)

a. Correlated or interdependent risks

i. Challenge: Almost 90% of companies suffering the greatest losses in value were 
exposed to more than one type of risk. In most cases, an event exposed one 

major weakness that cascaded through the organization. 
ii. Consider not looking at risks in isolation, and construct scenarios to assess what 

could go wrong in confronting the event and subsequent events across an 

enterprise and the ecosystem. Identify and evaluate buffers that help mitigate 
against cascading risks.
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The 5 major drivers and plausible approaches to disarming value 
killers summarized according to the Deloitte Study (cont’d)

a. Liquidity risks

i. Challenge: The global financial crisis made liquidity risk more salient and 
increased the cost of capital to those with high leverage and low ratings. 

ii. Consider current liquidity and cash reserves, and stress test the ability to navigate 
a future credit crisis. Work to ensure sufficient lines of credit from traditional and 
alternate sources of capital.
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The 5 major drivers and plausible approaches to disarming value 
killers summarized according to the Deloitte Study (cont’d)

a. M&A risks

i. Challenge: M&A can sometimes fail to deliver the anticipated value. 
ii. Consider the viability of the M&A deal to deliver anticipated returns under different 

and stressed economic scenarios.
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The 5 major drivers and plausible approaches to disarming value 
killers summarized according to the Deloitte Study (cont’d)

a. Culture and compensation risks

i. Challenge: Incentive programs that reward short-term performance may create 
unsustainable models of profit and companywide risks. 

ii. Consider how compensation and culture can impact risk taking by the company. 
Does it encourage risk taking within or outside the bounds of the company’s risk 
appetite?
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A quick, easy-to-read graphic recap of ERM (this is sarcasm but 
shows the many interconnections for risk management throughout 
an organization)

Keep it simple
4
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What risks should the board focus on? 

a. Some of the dominant perceptions of macro global risk over the next decade:

i. Climate action failure
ii. Extreme weather

iii. Biodiversity loss
iv. Debt crises
v. Geoeconomic confrontations

vi. Digital inequality
vii.Cybersecurity failure

Source: The World Economic Forum’s Global Risks Report 2022
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What is the board’s role with respect to enterprise risk 
management?

a. As with other aspects of its role in corporate governance, a board must ensure proper 

ERM processes (commonly referred to as ERM “frameworks”) & provide oversight re 
same

i. The board should consider challenging risk assessments
b. ERM responsibilities inherently overlap with oversight with respect to internal controls 

and compliance functions
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Why is the way the Board oversees risk changing?

a. 60% of the Global Domestic Product is now Digital. Over 50% of corporate valuations 

are intangible.
b. Because of these changes boards must now deal with cyber risk and be more 

concerned about reputational damage & digital trust
c. Climate change impacts every organization & everyone
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About the Faculty



Jonathan Friedland
• Jonathan Friedland is a partner with the Much Shelist, P.C.

• He regularly advises boards of directors and owners of companies in financial distress.

• Friedland has been representing companies in out-of-court workouts, chapter 11
bankruptcy, and controlled liquidations for more than 25 years. He also has broad and
substantial experience in acting as outside general counsel to clients and in running both
a wide variety of corporate transactions, and a wide array of commercial litigation.

• He is widely recognized as a leading corporate restructuring and insolvency attorney. He
has been rated for many years as AV® Preeminent™ by Martindale-Hubbell, 10/10 by
AVVO, and 10/10 by Justia. Jonathan is the principal author of two leading legal treatises,
and his scholarship is widely cited by legal scholars. He formerly served stints as an
Adjunct Professor of Strategic Management at the University of Chicago’s Graduate
School of Business and as a Clayton Center for Entrepreneurial Law Visiting Professor of
Business Law at the University of Tennessee College of Law. More information here.



• Ed Hida, Senior Executive Advisor with Secura Isaac Group, CEO of Hida Advisory LLC,

and retired Senior Partner at Deloitte is among the most preeminent risk and regulatory
experts in the financial services industry.

• He has worked with global, national and regional banks, insurers, asset managers, and
financial infrastructure and specialized finance companies.

• Ed is a trusted, strategic advisor to the c-suite and boards of many of the world’s largest

and most recognizable brands in the financial services industry, helping them to balance
regulatory and risk management mandates with strategic execution and value creation.

• He is a financial expert and a Qualified Risk Director®.

Ed Hida 



Kathleen Murray
• Kathy Murray is an approachable and creative business growth executive, board member,

angel investor and advisor. Kathy is Co-Founder of Tech Up for Women and Principal of
McMorran Strategists.

• Earlier, Kathy held key C-Suite roles at publicly-traded firms and partnerships - Aetna,
PwC and FARO.

• Currently, she is Fiduciary Board Member & Diversification Committee Chair of Daily

Gazette (Winner of 2021 Private Directors Magazine Board Award), Founder of Executive
Forum Angels, Board Chair of Harvard Business School Women's Association, Life

Trustee for University of Rochester, and Fellow at the Foreign Policy Association.
• Kathy received a BA in Math/General Science from the University of Rochester and the

Advanced Management Program Degree from Harvard Business School.
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Jeff Sauntry
• Jeff Sauntry is the CEO of Risk Neutral and Co-President of the Private Directors Association Tampa Bay Chapter (PDA-

TPA). He is a results-focused board member and senior executive with publicly traded and private organizations. Leader of 
core operations for professional services, platform as a service, cybersecurity, technology, and telecommunications firms. 
Jeff is a Certified Director by the National Association of Corporate Directors (NACD) and recognized as a Leadership 
Fellow in Cyber Risk. Jeff is a graduate of the Chief Risk Officer (CRO) program at Carnegie Mellon University. 

• He is a subject matter expert in risk management, regulatory compliance, privacy, go-to-market strategy, digital 
transformation, eCommerce, fraud, and physical security. He is a trusted advisor able to translate complex business 
challenges into actionable initiatives designed to minimize deviation from expected outcomes. Jeff thrives at the intersection 
of innovation and value creation.

• As an entrepreneur, owner of multiple closely held private companies, and an AM&AA Certified Merger and Acquisition 
Advisor, he brings a unique over-the-horizon perspective to the boardroom. Jeff believes cognitive diversity and sound 
corporate governance create a competitive differentiator for the organizations he serves.

• Before becoming an entrepreneur, Jeff served in executive roles at publicly traded and Fortune 500 companies, including 
Synopsys, Cigital, Unisys, AT&T, Computer Associates, Novell, PWC, and KPMG, leading global professional services, and 
engineering organizations.



Alex Sharpe
• Alex Sharpe is a long-time Cybersecurity, Governance, and Digital Transformation expert

with real-world operational experience.
• He has spent much of his career helping corporations and government agencies reap the

rewards afforded by advances in technology while mitigating risk.
• He began his career at the NSA before moving into the Management Consulting ranks

building practices at Booz Allen and KPMG.

• He subsequently co-founded two firms with successful exits, including The Hackett Group.
• Alex holds degrees in Business from Columbia Business School, Systems Engineering

from Johns Hopkins University, and Electrical Engineering from New Jersey Institute of
Technology (NJIT).

• He is a published author, speaker, instructor, and advisor.
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About the Co-Producers
• This is the ninth episode in a series of webinars produced by:

• Certain chapters of the Private Directors Association®

• Financial Poise™
• Executive Forum™

• Vistage®
• Private Director Symposium™

• ChamberWise™
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About Private Directors Association®
• The Private Directors Association® (PDA) is an independent 501(c)(6) founded in 2014 and 

headquartered in Chicago, IL. PDA is the only national association dedicated to improving private 
companies' growth and sustainability through governance that adds value.

• Our close to 3,000 members include current and qualified future board members, private company 
owners, and C-level executives of family-owned businesses, ESOPs, private equity owned, early 
stage, and start-up organizations.

• The PDA’s mission is to:

§ Advocate for and teach board formation and governance
§ Enhance private company value through high-performing boards
§ Advocate for the value of diverse and inclusive boards
§ Create a national alliance of directors, executives, and private company owners interested in 

board service to learn, network, and identify and attract exceptional board members



The Co-Producing Chapters 
• Bare Bone Board Basics - for the Private Company is a co-production of Financial Poise, Executive 

Forum, Vistage, Private Director Symposium, ChamberWise, and the following chapters of the Private 
Directors Association:

§ Alabama
§ Dallas
§ DC Metro
§ Nashville
§ New England
§ New York Metro
§ Tampa Bay
§ Wisconsin

• Go to https://www.privatedirectorsassociation.org/chapters for contact information for any of these, or 
other, chapters.



About Executive Forum
• The Executive Forum is a highly engaged community of executives from leading 

corporations who share a passion for “what’s next” to drive business growth. 

• Its mission is to empower senior executives to reach their fullest career and business 
potential. 

• Since its formation in 1995, the Executive Forum has grown to over 400 members who are 
the top-most leaders at market moving companies, run portfolios for the most innovative 
Private Equity Firms and serve as directors on boards --- public, private and non-profit.

• More information can be found at www.executiveforum.org 



About Financial Poise™
• The primary mission of Financial Poise™ is to provide reliable plain English business, financial, and 

legal education to individual investors, entrepreneurs, business owners, and executives, and to help 
trusted advisors do the same.

• Sign up for our free weekly e-newsletter here*. 

• Learn how to write or speak for Financial Poise here. The antithesis of “pay-to-play.” 

• Check out our other webinars here.

• Send any other inquiry to info@financialpoise.com 

*Newsletter subscribers are offered a free webinar weekly. Subscribers never receive more than 
one email per week and their information is never shared.



Additional Information & Resources 
• For more information about this series and to access the PowerPoints and case law 

referenced in this webinar episode, visit www.privatedirectorsymposium.org 

57


